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Abstract: In the research project Madeira a meshed network
management system based on Peer-to-Peer (P2P) technologies
was developed. Up to now, security has always been neglected in
this field of research despite the sensitivity of such systems and
the high number of security threats that affect them. Madeira
incor porates a security solution aimed at minimizing the higher
priority riskson all levels. The solution employed in the Madeira
project introduces a distributed certification authority based on
threshold cryptography, certificate revocation list distribution
points and a collaborative accusation protocol aimed at
uncovering hosts that exhibit illegal or unwanted behaviour
while avoiding false accusations by malicious nodes.

1. INTRODUCTION

The Celtic Madeira project [1] proposes a novelrapph

to management of meshed and ad-hoc networks [2& T

Madeira management system exploits the inhereraixbipes
of the Peer to Peer (P2P) paradigm to addressyiendsm
and self-management characteristics of this kindetfvorks.

Madeira peers (Madeira Distributed Management syste

elements or MDMSs) automatically self-organize itogical
hierarchy of clusters. At bootstrap, an MDM eitl@ns an
existing lower-level cluster or creates a new atepénding
on a number of parameters such as the maximuneclsige).
Within each cluster an MDM is elected as clustexchd hen,
at nth level cluster heads are grouped in clustetevel n-1,
and cluster heads are elected also in these nel dhysters.
This process is iterative until we have a singfelevel (level
0) cluster head.

The rationale behind this hierarchy of clusteroium P2P
network is guaranteeing the scalability of the ewystby
avoiding massive broadcasts that would

cluster heads behave as a path for managementgaessgag.
alarms) to reach the whole infrastructure. Thissigting is

completely dynamic and can be changed at any time i
necessary.

Additionally, the top-level cluster head runs theadéira
NorthBound Interface (NBI). The NBI offers an irfeere
based on Web Services [3] technology to externar&tng
Support Systems to manage the Madeira network fiwen
outside.

From a security point of view, the Madeira systhibits
a number of challenges. There is a lack of autbatiin,
confidentiality and data integrity in its commurtioas that
potentially allows a malicious entity to eavesdrop
management messages (e.g. network topology infamat
modify messages, spoof the identity of a MDM node o
Operation Support System, exchange forged managemen
messages with other peers or respectively manage th
etwork through the NBI. Each of these threats tenoiwn
rms a major and unacceptable risk for the whole
management infrastructure, compromising its reliigbi
dependability, availability, privacy and trust.

The design of the Madeira security solution wagédtoff
after the Madeira Distributed Management system futg
designed and implemented, with the goal of addngsail of
the above risks. Hence, the solution was stronglgnéd by
the Madeira system design which delimited the scope
solutions applicable. The chosen base technoldgieshe
solution are an X.509v3 [4] certificate infrasture and the
TLS protocol to provide a X.509v3 certificate-based
authentication, confidentiality and integrity. Yed, classic
centralized X.509v3 Certificate Authority (CA) bksathe
P2P approach taken in Madeira. Therefore, a diggib CA
and Certificate Revocation List (CRL) has beenaidtrced,
enhancing both the availability of the CA and tlealability

otherwissf the whole management system.
compromise the performance of the network. Henbe, t

However, these measures alone are not enough tsiace
significant security problems are still unaddressedthe
Madeira infrastructure:



First of all, there is always the possibility that‘legal”

considered suitable for building the Madeira sdyguri

MDM is compromised and an attack on the rest of thieamework.

infrastructure can be launched from this comprochisede.
Though this possibility can never be completelyneiated,
the Madeira Security system introduces some senageed
at preventing a compromise: Network Intrusion Pntiosm
and Host Intrusion Detection services. Whenever
compromisation attempt is detected, independentfy
whether it was successful or not, the Madeira Aatas

Another option to address the security challengdaliing
back to a centralized security infrastructure asedm the
Skype [10] VolIP service. Skype uses a standard B&¥ed
[11] public key infrastructure (PKI) to provide datentiality
&hd authentication. The Skype PKI uses a centréfication
Quthority (CA) that is controlled by the companyhivel
Skype. The public key of this CA is hardcoded itite Skype

Protocol is triggered to report the attack and takgywyare. The certificates are never refreshedaGlethis

corresponding reactive measures.

The second problem roots in the Madeira clusteiahify
approach. Since cluster
management messages to reach the whole infrageuciu
single malicious or faulty cluster head can blodie t
dissemination of management messages throughout
network, causing serious reliability and availdbifproblems.
To avoid this problem, an Advertisement Serviceléfined
that provides reliable multipath routing for managet
messages.

The rest of the paper is organized as followsertien 2 a
review of the relevant state of the art in P2P sbcus
provided. Section 3 details all security serviceseflty
introduced in the above paragraphs, and finallyticecs
finalises the paper by summarizing the main conehss
drawn.

2. RELATED WORK

The distinguishing feature of Peer-to-Peer systenthe
lack of a central management entity, which rendegf
systems scalable, fault tolerant and open. Unfatily this
feature also leads to severe security implicatiavithout a
central “trusted” entity that has full knowledgetbé network
it is hard to achieve an equivalent level of sdgun the one
that is standard for client-server
decentralized structure of P2P networks easeskattt the
integrity and security of the network.

Most research in the area of P2P security focuseth®
idea of reputation and trust management. Well-kndmust
models for P2P systems include the Poblano modlelvfiich
has been developed as part of the JXTA [6] P2P Isicate,
the PACE framework [7] and the reputation-basedsttru
management system proposed by Selcuc et al. [BilaBly
popular is the “Web of Trust” concept of Pretty @derivacy

central CA forms a single point of failure for ti&kype
service in general. This philosophy is contradigtwith the

heads provide the path fbtadeira focus. Therefore the use of a central CA &lao

been rejected for the Madeira platform.

A more interesting approach is implementing a thisted
R (dCA) as done in DICTATE [12] (Distributed
Certification Authority with probabilistic freshnesfor Ad
Hoc Networks). The general idea of DICTATE is tarinne
an offline Identification Authority (IA) and an ank
revocation authority (RA). The RA is implemented an
distributed fashion using threshold cryptographg] [{TC).
Therefore the DICTATE system does not provide alein
point of failure like a centralized system. However
DICTATE needs a lot of offline configuration to vior
(basically all IA tasks have to be carried outio#) which
makes it inapplicable for Madeira. Yet the Madeseurity
framework will make use of some of DICTATEs baselin
ideas, like the employment of TC to implement agitslly
distributed online certification authority.

3. MADEIRA SECURITY SYSTEM
Before starting with a detailed description of thgportant

components that form the Madeira security systenis it
important to have in mind a couple of relevant agsions

applications. e Thtaken in Madeira. First, end-user communicationsrewe

defined to be out of scope for the Madeira project.
Consequently, end-users of the Madeira managedonetw
should use their own security mechanisms if theytwa
protect their data and communications. Second,inithe
research scope of the project a scenario is emédion
which all MDM nodes belong to the same domain; kenc
tghere is no need for a trust model between opesrato

Considering the above assumptions, Figure 1 depimis
the security services have been introduced witienMadeira

[9]. Generally, these trust and reputation-basestesys are system. At the lower layer, TLSv1l (with RSA, AES1a8d
unsuitable for Madeira for two reasons: Firstlystrmodels SHAL ciphersuite) is used to protect all communicet of
are usually user-driven and Madeira is a completelyigher-level services. Node certificates are exgkednduring
automated system without any user interaction. edeer, the TLS handshake for authentication.

trust models are also content-driven, which is mguait true

for Madeira. Therefore, trust models have not been
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Figure 1 - Madeira security solution architecture

The Madeira platform layer provides basic serviceghe
Madeira Distributed Management system (e.g. lifegyc
communication, neighbourhood information, grouping,

- Advertisement Source:
if (any one-hop neighbour pertains to differemntstér){
‘forward advertisement to it’
‘forward advertisement to my CH’
} else{
‘broadcast advertisement to all my 1-hoghkours’
‘forward advertisement to my CH’
}
- Advertisement Receiver:
if (source in the same cluster as me){
if (any one-hop neighbour pertains to differdotster){
‘forward advertisement to it’
} else{
‘broadcast advertisement to all my 1-hop neighs'o
TTL--

} elsef
‘forward advertisement to my CH’

Figure 2 — Advertisement Service algorithm

The AMC layer provides, specific application module 3.2 Accusation protocol

(e.g. configuration or fault management modulesjvab as
services that support application modules functionée.g.
logging service or policy-based management service)

The goal of the Accusation Protocol is to assurat th
malicious nodes are detected and neutralized whilehe
same time, to protect legal nodes from being nkzgch due

The NBI provides a management interface for externtp false accusations of malicious nodes.

Operation Support Systems.

In the following sections a detailed description tbe
security services (boxes with white text in redkggound in
figure 1) included within Madeira is provided.

3.1 Advertisement Service.
The Advertisement Service (AS) is introduced tovie
multipath message routing within the hierarchicélster

topology.

The need for multipath routing arises from the tre

structure of the Madeira topology, resulting ineintluster

Whenever a MDM detects an attack it sends a signed
accusation message. Received accusations are shyred
MDMs and counted. If the number of signed accugatio
from different MDMs reaches a specific thresholde th
neutralization action is requested, attaching afined
accusations as evidence. The neutralization actight
consist on a certificate revocation request udnegcertificate
revocation service described below or network-widsfic
dropping (for instance if the attacker does notnekiave a
galid certificate).

In order to guarantee that the accusation is tratesim

communications to always be routed through the tetus through multiple paths to the entire Madeira intinasture the

heads. Hence, it would be very easy for a malicicduster
head to block all relevant messages (for instamcéficate
revocation requests).

The Advertisement Service algorithm provides aal#é
multipath routing through the Madeira hierarchitgbology
and is detailed in Figure 2.

Simplifying, this algorithm broadcasts advertisetseaway
from the sender until they reach the boundarigh@fluster.

Accusation Protocol relies on the Advertisementviser to
disseminate accusation messages.

3.3 Network and Host IDS

One of the new security services added to Madaira i
Network and Host Intrusion Detection System. Italgs to
detect and avoid attempts on compromising an MDNh bo
from the network and from the host point of viewhis
service is uses well known IDS tools (i.e. SNOR#][&nd

Hence, advertisements will follow as many differenz\IDE [15]). These tools are integrated and custetito the

alternative paths as the number of clusters thaddre the
originating cluster.

To avoid infinite number of cluster internal broadts,
advertisements include a Time to Live (TTL) paranehat
is decremented in each hop within the source alutitéhe
TTL parameter reaches zero, the message is drofped.
TTL parameter is not checked again once the medsages
the source cluster.

particular needs of the Madeira system: whenevéntamsion
attempt is detected, the accusation protocolggéried.

3.4 Distributed Certificate Authority

The Madeira security solution uses X.509v3 cesgifis for
authentication and session key establishment duhiadrLS
handshake. Initial certificates are provided disedty the
administrator, while most of the further tasks tedato the
certificate infrastructure, like renewing and rewmk



certificates, are carried out by a distributed fieation
Authority (dCA). This dCA
Cryptography (TC) and consists of a subset of Made¢ers
(in the following called dCA members).

TC is grounded on the following principle: A (n, K+TC
scheme allows n parties to share the ability tdfoper a
cryptographic operation (e.g. creating a digitghsiure), so
that any k + 1 parties can perform this operatioimtfy,
whereas it is infeasible for at most k parties @osd, even by
collusion [16].
independent of the underlying TC scheme, and cansed
with each scheme that supports generation of R§Aatires
in a distributed way. In our design shareholderseho

nodes. The coordinator sends an invitation togethitr the

is based on Thresholdoriginal PKCS#10 request to the chosen group. wlitéd

peers check the request and the certificate ofdfeestor to
avoid introduction of foreign peers using compradigiCA
members. Additionally the certificate is checkedniagt a
recent certificate revocation list (CRL).

If all checks were successful the dCA nodes refiweir
agreement to participate in the certificate genenato the
coordinator and finally the list of participatin€ 4 members

The dCA implemented for Madeira isis redistributed. Then, these dCA members gengratéal

signatures. These signatures are distributed teaaticipating
shareholders that reconstruct and check the coenplet
signature. If the signature can be reconstructedessfully

cooperatein order to perform cryptographic operations (cpthe coordinator sends the new certificate to theificate

[17], [18]).

—> Certificate
-_ > Partial Signature <_> Discover Request/Response O dCA Member

"""" > Certificate Request dCA Coordinator

Figure 3 - dCA Certificate Request

requestor.

3.5 Certificate Revocation List

The certificate revocation approach is based on the
x.509v2 CRL extension profile [4]. The dCA is respible
for generating the signed CRLs which are storedCRt
distribution points. CRL distribution points areesfal dCA
members which have the additional responsibilitysimiring
CRL copies.

Certificate Revocation. A revocation request is
transmitted to at least one dCA node which agais as a
coordinator (as above) for the certificate revamatprocess.
The request must contagvidenceagainst the bearer of the
certificate. The evidence consists of signed admrsa (cp.
the Accusation Protocol) from various peers in rileéwork.
The coordinator validates the evidence in the ration

The members of the dCA are advertised in the Madeifequest and, if the evidence provided is adequsit@tes the

network using the Advertisement Service.
distribution of false dCA IDs, all IDs are signey the dCA
private key. Additionally, dCA members can be idfeed
using their certificate, which contains a dCA exsien. To
discover a dCA member, Madeira peers have to sefdfa
discovery request by means of the Advertisemenvi&er

To avoifievocation process to generate a new CRL. The atieoc

process follows the same steps as the certificgtimtess
described in the previous section and shown inrgigu

Distribution point synchronization. The CRL is stored
redundantly on a number of CRL distribution poieeps. In
order to keep the CRL consistent these peers need t

With a growing number of peers in the network ne@Ad synchronize. The CRL distribution points will théme send
members will be required. These new dCA peers getsgnchronization messages all other distribution points
preinstalled list of known dCAs and introduce thelwss to whenever their local CRL version Changed (|e vaven

the existing dCA via the Advertisement Service.

Certification Requests. Due to certificate expiration and Additional

rekeying, Madeira certificates have to be updatedegular
time intervals. This process is detailed in Figgrd o update
a certificate, a PKCS#10 [19] request is sent talGA
member that initiates the certificate generatioor $ecurity
reasons, certificate update requests must be sfotebthe
existing certificate expires. This ensures that tbguestor
can be authenticated.

The dCA member that receives the PKCS#10 requést a
as a coordinator for this certification process angnges a
certificate generation group (coalition). Partidipg dCA
members are chosen randomly out of the list of knd@A

they added a new node to the CRL as described above
synchronization messages are broadcasted
periodically. Whenever a distribution point recavea
synchronization message it will try to merge the LCR
encoded in the message with its own copy. Sincé/thdeira
CRL does not support removal of certificates (itds not
possible to ‘re-enable’ certificate once they areoked) this
merging is trivial: the node will simply build thenion of all
certificates on his CRL copy as well as on the emeoded in
the synchronization message, and update his CRLly cop
accordlngly

3.6 NBI Security M odules
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